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For:

 What is Personal Data?
 Is it sensitive?

 What do you have to tell
people?
 What is a subject access
request?
 Do you need policies?

 What do you use it for?
 How long can you keep it?  What can go wrong?
 Where do/can you keep it?

The Information Commissioner (ICO) is not going to randomly
decide to visit you
Ver unlikely, but the ICO could visit after receiving complaints
about you
• What sort of complaints could be made?
• Who doesn’t like you?
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What are the changes since 1st Jan 2021?
We now have:
• The UK GDPR
• The Data Protection Act 2018
And for Direct Marketing/Fundraising:
• The Privacy & Electronic Communications Regulations
(PECR)

What are the changes since 1st Jan 2021?
Unless you move personal data between the UK and EEA there is virtually no
change
• Don’t forget location of servers of cloud providers (e.g. Office 365)
• The UK has been deemed ‘adequate’ by the EU for the next four years …
but under constant review
• This means that you can store data in the UK or the EEA
• The EEA is the EU + Norway, Iceland and Liechtenstein
• Other places are possible, but you have to worry about UK GDPR
requirements
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'personal data' means any information relating to an
identified or identifiable natural person 'data subject’;
If you can work out who it is then it is personal data

Name

Address

Postcode

Opinions

Telephone No.

Email

Date of Birth

Membership No.

Nat. Insurance No.

Car Registrations

Photo / Image

IP Address

Employment History

Complaints

Bank Account
Details

Trade Union
Membership

Religion

Ethnic Origin

Sexuality

Health

Relationship Status

Benefit details

Qualifications

Contact Notes
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Processing personal data, which means doing anything with it,
including storing it
Collecting it, Recording it, Organising it, Structuring it,
Storing it, Adapting it, Altering it, Transmitting it,
Combining it, Erasing it, Disclosing it, Retrieving it,
Destroying it, Consulting it, Photographing it, Deleting it,
Sharing it, Filming it…..

What personal data do you process
and who does it relate to?
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Some personal data is known as ‘special category’ or
‘sensitive’ personal data
racial or ethnic origin

political opinions

religious or philosophical beliefs

trade-union membership

genetic data

biometric data

Health data

sex life and sexual orientation

Also, more or less, criminal convictions

There are lots of different types of charity:
• Community development trusts process very little
sensitive personal data
• Charities which support vulnerable people usually process
a lot of sensitive personal data
Does your charity process sensitive personal data?
Is anything else sensitive?
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One of the ‘data protection principles’ says that you can
only collect personal data for:
specified, explicit and legitimate purposes
This means that you must have a documented purpose for
any personal data you collect

What purposes do you use personal data for?
What do you do with your purposes once you have
identified them?
• Tell data subjects in a privacy notice
• Record them in a Record of Processing Activities (RoPA)
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You must identify a ‘lawful’ or ‘legal’ basis for each purpose,
one of:
•
•
•
•
•
•

Consent - a last resort
Contract - employees, others?
Legal Obligation
Vital Interests
(Official Authority/Public Interest)
Legitimate Interest - a ‘balancing’ test

Definition:
‘consent' of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject’s wishes by which he or she, by a statement
or by a clear affirmative action, signifies agreement to the processing of personal data
relating to him or her.
If ‘consent’ is used as the basis for processing
The controller must be able to demonstrate that consent was given
Consent may be withdrawn at any time
There must not be a power imbalance
Keep a record of every consent
•

When? How? Consent to (precisely) what?
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AKA ‘Sensitive Data’:
racial or ethnic origin

political opinions

religious or philosophical beliefs trade-union membership
genetic data

biometric data

health data

sex life and sexual orientation

+ (sort of) criminal convictions

Do you handle any of this?

Because special category data is so sensitive you need to comply
with an extra condition before you can collect and use it
Possible conditions include:
• Explicit consent
• Employment law requirements
• Vital interests
• Substantial Public Interest
You might need to look at the Data Protection Act 2018 (the BEAST)
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It depends on your purpose.
As long as you still need it for one of your purposes you can
keep it.
If you don’t need it you must delete/destroy it.
You need a ‘retention schedule’

Some data is easy
• E.g. HMRC requirements (your purpose is satisfying
HMRC requirements)
• HR data – see guidance from the CIPD (Chartered
Institute of personnel and development)
For other data YOU have to decide how long you need it
• Make a decision – if it’s sensible it will be right, but don’t
keep data longer than this
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Do you know where you keep it?
• If it’s on paper keep it locked when not in use
• Shred it when finished with
• If it’s on your server make sure access is controlled
• Who needs access?
• If it’s on a portable device make sure it’s encrypted
• Memory sticks, laptops, smartphones

Do you use a cloud provider?
• Microsoft 365 ??
• Google Drive ??
• Mailchimp ??
• CRM system ??
Where are the servers?
˃The EU is ok … but this might change
˃The UK is definitely ok
˃USA is unlikely to be legal, but are you worried?
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Before you collect their data you must tell people what you
will do with it
• This is about fairness and transparency
If you obtain data from somewhere else you must tell them
within a month or when you first contact them
Who do you have to tell?
• Employees/volunteers, supported people, email list ….
If possible, make this available as long as you have the data

Before you collect personal data from someone you must tell
them at least:
• How to contact you about the processing
• Why you need it
• What your legal basis is
• Who you might share it with
• Whether (and where) it might go outside the UK
• How long you will keep it for
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Keep it short and simple
• Don’t bother telling people how nice you are, just tell them
what is required
You may want several, for different groups of people
• This makes them easier to write and
• Easier to read
Consider using a ‘layered approach’
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Tell people:
1. Who you are and how to get in touch
2. What data you are collecting and why and, if easy, slip in
legal basis
3. If their data will go outside your charity – to what sort of
organisation?
4. If their data will go outside the UK (and where)
5. How long you will keep their data (or how you will decide)

Knowing what you do with their personal data
Knowing that only the right people can access it
Possibly … being able to control what you do with it
If you can deal with these then you are unlikely to
have major problems … unless you upset someone!
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Anyone can ask you if you are holding their personal data.
If so, they are entitled to have ‘access’ to it together with other
information similar to a privacy notice, mainly:
• Purposes of processing, recipients and retention period
They are entitled to this within a month
… and if you don’t deliver they will probably phone the ICO the
next day!

• You must check their identity
• You need to find all their personal data
• Emails, filing cabinets, hard drives, memory sticks …
• If it isn’t mixed up with anyone else’s data and you’re happy to
give them everything you find then give it to them in a
convenient format
• Other people’s data probably shouldn’t be released
• You could ask for consent
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1.

Notify the Data Protection Lead

2.

Lead decides whether it is a SAR. If not request is simply dealt with.

3.

If any exemptions apply the Data Subject is informed.

4.

If it is a SAR, identity ls verified.

5.

As necessary, clarification of request is requested.

6.
All relevant personal data is found – emails may need to be searched and
guidance obtained from the Record of Processing Activities.
7.
Response is assembled, either using documents or extracting data from
documents as appropriate.
8.

Third party data considered for inclusion or exclusion, recording justifications.

9.

Final response assembled and communicated to data subject.

• Other rights you might encounter:
• Right to Erasure
• Right to Object
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I know my rights!

• You should have a Data Protection Policy
• Think about how you will comply with data protection
requirements
• How are decisions made and by whom?
• Are staff trained? Volunteers?
• What happens if you have a personal data breach?
• What other documents do you have?
• How do you ensure personal data is deleted appropriately?
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Emailing a group of people:
˃Use

‘cc’ if:

•

They need to contact each other or

•

They know each other’s email address

•

They expect their email address to be shared

˃Otherwise

use:

•

‘bcc’ (somebody will forget) or, if this is sensitive

•

Use a system which sends separate emails to each recipient

˃There

have been fines for this.
Computer Law Training Ltd, © 2021

• If you have a personal data breach you may need to tell the
ICO and the data subjects
• If you are aware that you might have had a breach go
immediately to ico.org.uk and follow their instructions
• You may have to tell the ICO within 72 hours
• You may have to tell data subjects ‘without undue delay’
• You must record all personal data breaches – even if trivial

Computer Law Training Ltd, © 2021
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If time …

• 'controller' means the natural or legal person, public
authority, agency or any other body which alone or jointly
with others determines the purposes and means of the
processing of personal data
– Your organisation is a controller

• 'processor' means a natural or legal person, public authority,
agency or any other body which processes personal data on
behalf of the controller
36

Computer Law Training Ltd, © 2021
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• You must have a contract in place with every processor,
specifying the issues defined in Article 28
• Most important is the requirement to only process personal
data according to written instructions
• You must carry out due diligence on processors
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We have to follow these 6 principles in all that we do with personal data…
Treat people’s personal data
lawfully, fairly and in a
transparent manner

Only collect people’s personal data
for a specified, explicit and
legitimate purpose

Ensure that people’s personal data
collected is adequate, relevant
and limited to what is
necessary to fulfil the purpose

Ensure that people’s personal data
is accurate and, where
necessary, kept up to date

Ensure that people’s personal data
is kept for no longer than is
necessary - delete/dispose

Guarantee that people’s personal
data is handled and processed in a
manner that ensures the
appropriate security of the data
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Lawfully: at least one of the following must apply:
(1) the data subject has given consent to the processing of their personal data
for one or more specific purposes;
(2) processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data subject
prior to entering into a contract;
(3) processing is necessary for compliance with a legal obligation to which
the controller is subject;
(4) processing is necessary in order to protect the vital interests of the data
subject or of another natural person;

legitimate interests Assessments
3 components:
 Legitimate Interest
 Necessary
 Balance Test
Must be robust enough to defend a challenge
from a data subject under their
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The GDPR and the Data Protection Act 2018 give people 7 “rights” that are
absolute or only available in certain situations or circumstances:
Right of ACCESS – VERY powerful - enables Subject Access Requests
Right to OBJECT – Enables objection to processing based on legitimate interest
or to direct marketing
Right to RECTIFICATION – Enables incorrect information to be corrected
Right to ERASURE – Data history can be erased / right to be forgotten
Right to RESTRICTION – Enables restriction on processing
Right to DATA PORTABILITY – Data being moved to another controller
Rights about AUTOMATED DECISION MAKING – Allows you NOT to
be subjected to profiling or automated decision making

Managing Data
Responding to data subject requests can be very demanding
Wherever possible there should only be one copy of any personal data,
preferably on a central server
Multiple copies mean nobody has control, some copies will be out of date and
finding them is a nightmare
Think about right of access and right to erasure!
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Definition:
'personal data breach' means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed.
• Accidental or unlawful
• Was it intended by your organisation?
• Destruction, loss, alteration
• Have you still got it in correct form?
• Unauthorised disclosure of, or access to
• Has it been possible for unauthorised people to access it?

Common breaches just now…

Working on the move or from home:

 Email or letter forwarded to a
recipient including a different
recipient’s information
 Email sent to multiple recipients
without using blind copy
 Emailing information about staff to
the wrong member of staff
(autocomplete)
 Forwarding ‘work’ emails to
‘private’ email accounts
 Phishing…

 Where are you storing files?
 Do not let family or friends have access
to work devices
 Ensure you lock pc screens when not in
use
 Do not dispose of paper records in
your home or public bins
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Article 33:
In the case of a personal data breach, the controller shall without undue delay and, where feasible,
not later than 72 hours after having become aware of it, notify the personal data breach to the
supervisory authority unless the personal data breach is unlikely to result in a risk for the rights and
freedoms of individuals
Article 34:
When the personal data breach is likely to result in a HIGH risk to the rights and freedoms of
individuals the controller shall communicate the personal data breach to the data subject
without undue delay.

NOT required if data is encrypted
NB ALL personal data breaches need to be recorded

What factors represent a risk to the rights and freedoms of individuals?
a significant detrimental effect on individuals:
 discrimination,
 damage to reputation,
 financial loss,
 loss of confidentiality or
 any other significant economic or social disadvantage.
This has to be assessed on a case by case basis.
For example, you will need to notify the relevant supervisory authority about a loss of customer details
where the breach leaves individuals open to identity theft. On the other hand, the loss or inappropriate
alteration of a staff telephone list, for example, would not normally meet this threshold.
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• There is likely to be high risk if the breach involves special category data,
criminal offence/conviction data, passport, driving licence, credit/debit card
etc.
• Special category data:
racial or ethnic origin

political opinions

religious / philosophical beliefs

trade-union membership

health or sex life
genetic data

sexual orientation
biometric data in order to
uniquely identify a person

• Moderate risk is fairly unlikely
• Low risk could be sending an email with nothing sensitive to the wrong
person, known by you.
• Breach recording, at least:
• What happened?
• What sort of data and how much?
• What impact has there been or could there be on data subjects?
• What remedial action have you taken?
• To protect the data subjects?
• To prevent it happening again?
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You may need to implement appropriate safeguards:
 Share

documents via Secure Systems or SharePoint – you can control
who has access. Do not enter personal information in the body of an email – use an attachment instead – that you can password protect

Where links cannot be used password protect any attachments that
contain personal data / special category data
It is easy to password protect Office documents – send the password by
SMS or even telephone
Lock computer screens when away from your computer. Put away files when away from your desk.
REMEMBER: Not all employees have the right to see what you might be working on !!

Computer Law Training Ltd, © 2021

Questions??
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